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Designing privacy-preserving distributed algorithms for stochastic aggregative games is urgent due
to the privacy issues caused by information exchange between players. This paper proposes two
differentially private distributed algorithms seeking the Nash equilibrium in stochastic aggregative
games. By adding time-varying random noises, the input and output-perturbation methods are given
to protect each player’s sensitive information. For the case of output-perturbation, utilizing mini-batch
methods, the algorithm’s mean square error is inversely proportional to the privacy level € and the
number of samples. For the case of input-perturbation, a differentially private distributed stochastic
approximation-type algorithm is developed to achieve almost sure convergence and (e, §)-differential
privacy. Under suitable consensus time conditions, the algorithm’s convergence rate is rigorously
presented for the first time, where the optimal convergence rate O(1/k) in a mean square sense is
obtained. Then, utilizing mini-batch methods, the influence of added privacy noise on the algorithm’s
performance is reduced, and the convergence rate of the algorithm is improved. Specifically, when
the batch sizes and the number of consensus times at each iteration grow at a suitable rate, an
exponential rate of convergence can be achieved with the same privacy level. Finally, a simulation
example demonstrates the algorithms’ effectiveness.
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1. Introduction

Game theory is a standard tool for studying the interaction
behavior of self-interested players and has attracted consider-
able attention due to its broad applicability and technical chal-
lenge (Hao & Cheng, 2021; Li & Marden, 2013; Liu & Krstic,
2011; Pang & Hu, 2021; Salehisadaghiani & Pavel, 2016, 2018;
Ye & Hu, 2017). In several practical situations, the player’s ob-
jective function depends on its strategies and the sum-total of
the other players’ strategies, e.g., Cournot competition in eco-
nomics, charging control of plug-in electric vehicles (Grammatico
et al,, 2016) and route choice on a road network (Paccagnan
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et al,, 2019). This game type is known as an aggregative game.
Due to its broad applicability, recently distributed algorithms for
aggregative games have attracted increasing attention (Koshal
et al,, 2016; Paccagnan et al., 2019; Parise et al., 2015; Shokri
& Kebriaei, 2020). When the players’ objective functions are un-
certain and stochastic, distributed algorithms for stochastic game
problems have been provided (Franci & Grammatico, 2020; Lei &
Shanbhag, 2020; Lei & Shanbhag, 2020; Yousefian et al., 2016). In
particular, a distributed variable sample-size scheme for stochas-
tic aggregative games has been developed in Lei and Shanbhag
(2020). However, the communication among players in such a
distributed manner raises privacy issues when players contain
sensitive information.

Privacy issues in stochastic aggregative games can be encoun-
tered in various domains. For example, in a Cournot oligopoly,
firms, i.e., players, compete to supply a product in a market
with a price-responsive demand aiming to maximize profit. The
firm’s profit depends on its production cost and the market price,
whereas the latter depends on all firms’ aggregative quantity of
the product offered in the market. Both production cost and mar-
ket price are uncertain in practical applications (Yousefian et al.,
2016). The production cost information is business sensitive, and
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adversaries can exploit information sequence transmitted among
firms to infer the production cost information. In the electric
vehicles market, coordinating the charging schedules can provide
services beneficial to the grid’s operation. Since the electricity
price depends on the aggregate consumption, the electric vehicle
charging problem is formulated as an aggregative game (Gram-
matico et al.,, 2016). However, when an adversary has potential
access to all communications in distributed schemes, the sen-
sitive information will leak to the adversary (Han et al.,, 2017).
In the traffic congestion case, every driver pursues its interest,
e.g., minimizing traveling time, and is affected by the others’
choices via congestion, and then the traffic congestion problem
is formulated as an aggregative game (Paccagnan et al,, 2019).
Note that the origins and destinations of the drivers can easily be
used as the basis for inferring their activities. Hence, it is sensitive
information that urgently needs to be protected (Dong et al.,
2015). Based on the above discussion, there is a great need to
develop privacy-preserving algorithms for stochastic aggregative
games.

A systematic and comprehensive view on privacy-preserving
of control systems is presented in Zhang et al. (2021), which high-
lights that the system’s privacy-preserving method should not
lose its original control goal. Some privacy-preserving approaches
for the systems have been recently proposed (Altafini, 2020; Lu
& Zhu, 2018; Mo & Murray, 2017; Zhang et al.,, 2019), relying on
time-varying transformation (Altafini, 2020), homomorphic en-
cryption (Lu & Zhu, 2018; Zhang et al., 2019), and adding artificial
noise (Mo & Murray, 2017). To achieve homomorphic encryption,
the public and private keys should be generated and distributed
in advance, allowing for computations performed on encrypted
data without requiring access to a decryption key. The computa-
tion results are encrypted and can be revealed only by the private
key owner, e.g., a player or a third party. The computation in-
creases greatly as the number of iterations and players increases.
Homomorphic encryption methods often require a large amount
of computation. While time-varying transformation-based meth-
ods have small computation loads, they are only suitable for spe-
cific systems. Among others, differential privacy is a well-known
privacy notion and has applications in many domains (Dwork,
2006; Dwork & Roth, 2014). So far, differential privacy has at-
tracted substantial attention throughout computer, control and
communication science, including areas like distributed learn-
ing (Abadi et al., 2016; Huang et al., 2019; Li et al,, 2018; Zhou
& Tang, 2020), data mining (Liang et al., 2020), and control and
estimation (Han et al,, 2017; Huang et al., 2012; Liu et al., 2020;
Nozari et al., 2017; Ny & Pappas, 2014). In particular, the differen-
tially private stochastic gradient descent is studied in Song et al.
(2013). Generally, the added privacy noise causes a significant
performance loss on the stochastic gradient descent algorithm.
To improve the algorithm’s performance, the differentially private
variance with reduced stochastic gradient descent is presented
in Bassily et al. (2019) and Lee (2017). However, the convergence
analysis is not provided in Lee (2017) and Song et al. (2013).

In the study of networked games, several privacy-preserving
methods have been proposed to seek the Nash equilibrium and
protect the sensitive information (Alshehri et al., 2019; Dong
et al., 2015; Gade et al., 2020; Hsu et al., 2013; Shakarami
et al,, 2019; Ye et al., 2021). For aggregative games, a privacy-
preserving distributed algorithm is designed to seek the Nash
equilibrium (Gade et al,, 2020; Ye et al, 2021). However, the
algorithm cannot protect the privacy of the players’ sensitive
information when all their neighbors are hostile or there exist
eavesdroppers (Gade et al., 2020). A differentially private dis-
tributed algorithm for aggregative games is given in Ye et al.
(2021). The above literature only focus on the privacy-preserving
algorithm for deterministic aggregative games. Since stochastic
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aggregative games play an important role in both theory and ap-
plications, it is essential to develop privacy-preserving distributed
algorithms against potential malicious attackers, which however
has not been well studied in the literature.

This paper proposes two privacy-preserving distributed algo-
rithms seeking the equilibrium solution in stochastic aggregative
games and achieving (e, §)-differential privacy. By adding ran-
dom noise, both the input and output-perturbation methods are
given to protect each player’s sensitive information. The main
contributions of this paper are summarized as follows:

(i) By utilizing the technique of differential privacy, privacy-
preserving distributed algorithms are proposed to seek the Nash
equilibrium in stochastic aggregative games. To the best of our
knowledge, this is the first attempt to use the input and output-
perturbation methods to consider privacy issues in stochastic
aggregative games.

(ii) For the case of output-perturbation, i.e., adding the privacy
noise to each player’s estimate, we prove that the mean square
error is uniformly upper bounded by a finite scalar which is
proportional to step size « and inversely proportional to the
privacy level €, the number of samples.

(iii) For the case of input-perturbation, with stochastic
approximation-type step-size conditions, rigorous convergence
and privacy analysis of the algorithm are provided, showing that
the algorithm is noise-resilient and provably convergent. To the
best of our knowledge, this is the first result of a stochastic
approximation-type algorithm for stochastic aggregative games
even without privacy-preserving. Moreover, when the number of
consensus times at each iteration grows suitably, the convergence
rate with stochastic approximation-type step sizes is also given
for the first time, where the optimal convergence rate O(1/k) in
a mean square sense is displayed. Utilizing the adaptive batch
sizes method to reduce the influence of added privacy noise on
the algorithm’s performance, the exponential convergence rate
of the algorithm is given for the same privacy level, which is the
same order as in Lei and Shanbhag (2020).

The results of this paper are significantly different from the
literature. Compared with Gade et al. (2020) and Ye et al. (2021),
stochastic objective functions are considered. Compared with Lei
and Shanbhag (2020), two privacy-preserving distributed algo-
rithms are proposed to seek the equilibrium solution in stochastic
aggregative games.

Notations. Throughout this paper, the following standard nota-
tions are used. 1 stands for the appropriate-dimensional vector
with all elements being one. [x] denotes the smallest integer
greater than x for x € R. R" denotes the set of n-dimensional real-
valued vectors. x” the transpose of x, where x is either a matrix
or a vector. ||x|| refers to Euclidean norm of the vector x. I, 0
are identity matrix and zero matrix with appropriate dimensions,
respectively. The expectation of a random variable X is denoted
by E[X]. For sequences f(k) and g(k) with k = 1,2, ..., O(-) is
defined as f(k) = O(g(k)) if there exists a positive number A and
¢ such that |%| < Afor any k > c.

2. Preliminaries and problem formulation
2.1. Game theory

Definition 2.1 (Ye et al, 2021, A Normal Form Game). A game
in a normal form is defined as a triple I' = {V, &, f}, where
V ={1,2,..., N} is the set of players, X = X; x X, - - - X Ay, with
X; denoting the strategy set of player i, and f = (f1, £, ...,fv)

with f; referring to the loss function of player i.
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Definition 2.2 (Franci & Grammatico, 2020, Stochastic Nash Equi-
librium). Stochastic Nash equilibrium is a set of strategies on
which no player can reduce its loss function by unilaterally devi-
ating from its strategy, assuming that the strategies of the other
players are fixed, i.e., a set of strategies x* = (x{,x";) € X is
a stochastic Nash equilibrium if for all i € V, ]E[f,-(x;‘, X&) <
E[fi(x, X*;, &), VX; € X, where x_; = [xq, .. L]t
and &; : 2 — R™ is the random vector.

<5 Xie1, Xig1, .-

Throughout this paper, we consider there exist functions
fi(xi, %, &) such that fi(x;, x_i, &) = fi(x;, X, &), where X = Y | x;
denotes the aggregate of all players’ strategies.

2.2. Problem formulation

Suppose there are N players in a stochastic aggregative game,
where player i tries to solve
min Elfi(xi, %, &)1,
xRN

subject to X; € X;

where &; is a non-empty, compact and convex set for i € V.
Instead of relying on a central authority, players exchange the in-
formation via a communication graph modeled as an undirected
time-varying graph G, = (V, &) comprising a non-empty player
set Vv ={1,2,...,N}and anedge set & C V X V. Njy = {j €
V,(j,i) € &/} denotes the neighborhood of player i at time k
and player i is assumed to be a neighbor of itself. G is called
connected if for any pair of players (i1, i;), a path exists from i;
to ip consisting of edges (i1, i2), (i2,13), ..., (im—1, im)-
The following assumptions are needed in this paper.

Assumption 2.1 (Joint Connectivity). There exists a positive inte-
ger z such that (v, Uf:] &r+k) is connected for all nonnegative
integer k, where G; = (V, &) is the undirected communication
graph at time t and &; is the corresponding edge set at time t.

Assumption 2.2. Let Ay = [a;]ijey be the weight matrix asso-
ciated with Gy, which satisfies the following conditions: (i) There
exists a positive constant n such that a; x > n forj € Ny, ajjx =0
for j & Niy; (ii) A is doubly stochastic, i.e., 174, =17, 41 = 1.

Setting Fi(x;, z) = Elgi(xi, z, &), gi(xi, 2, &) = Vufilxi, 2, &),
for all z € R", the following assumptions from Lei and Shanbhag
(2020) are also needed.

Assumption 2.3. Fi(x;, z) is Lipschitz continuous w.r.t. z for each
i € V and any fixed x; € A;, i.e., there exists a positive constant L;
such that for all zy, z; € R", [|Fi(x;, z1) — Fi(xi, 22)I| < Lillz1 — 22.

Assumption 2.4. The mapping ¢(x) is Ly-Lipschitz continuous,
i.e., ¢(X) — pW)Il < Lyllx — yIl, where ¢(x) = [F] (x1. ). F} (x2. X).
ey F,E(XN, R)]T

Assumption 2.5 (Strong Monotonicity). There exists a positive
constant m such that forx, y € x, (x—y) (¢(x)—p(¥)) > m|lx—y||%.

A common approach for seeking the Nash equilibrium in
stochastic aggregative games is employing a synchronous it-
erative gradient-based algorithm. Specifically, every player ex-
changes information with its neighbors and subsequently updates
its iterative state and the estimate of the aggregative decisions si-
multaneously. The time-varying jointly connected network graph
models the player’s communications in time. Due to incomplete
information at each time-step, a player i only has an estimate of
X in contrast to the actual value. At the beginning of the (k+ 1)th
iteration, player i receives the estimates ¥; from its neighbors
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Jj € N Using this information, player i aligns its intermediate
estimate according to vjx = Zje Nik aij kVjx and repeats this
consensus step tp = k + 1 times, where a; is the nonnegative
weight that player i assigns to player j's estimate. Then, using
the average estimate v;, and its own iterative state x;, player i

updates its iterative state and estimate as follows:

Sk
o
Xijs1 = M (Xik — S Zgi(xi,k, Nvi, &)).
k
=1

Vikr1 = Vik + Xiks1 — Xiks

where « is the constant step size corresponding to the influence
of the sampling gradients on the state update rule at each time-
step, Sk is the number of the sampling gradients used at time k
and &/,t =1, ..., S denote the realizations of &;.

The above result demonstrates that the update rule allows
players in the network to solve the Nash equilibrium seeking
problem distributively. Players are required to exchange and ex-
pose information with their neighbors, leading to undesirable
privacy leakages of their sensitive information. For example, if an
adversary can access all shared information by eavesdropping on
the communications among players and has arbitrary auxiliary
information, then the adversary can perform attacks to infer the
sensitive information of each player.

2.3. Attack model

This paper considers two types of passive adversaries: semi-
honest players and eavesdroppers defined as follows.
Semi-honest (i.e., honest-but-curious) players are assumed to
follow the Nash equilibrium seeking algorithm and perform the
correct computations. However, they may collect all intermedi-
ate and input/output information to learn sensitive information
about other players.

Eavesdroppers are external adversaries who steal information
through wiretapping all communication channels and intercept-
ing exchanged information between players.

2.4. Privacy leakage in the above algorithm

In the above algorithm, the adversary can always collect 0;
and v; at each time k. Recall that the goal of differential pri-
vacy is to provide a strong privacy guarantee in the presence
of any auxiliary information that an adversary may have. In the
worst case, the adversary has the knowledge of any auxiliary
information, such as A, «, Sy and the structure of cost func-
tion fi(-). Then, with the help of all the information, if there is
no privacy-preserving mechanism, the adversary can infer the
players’ sampled gradient. Next, we show that the leakage of
sampled gradient information can lead to privacy issues. For
example, in the Cournot competition model, each player seeks to
maximize its profit, or equivalently, minimize its cost. Player i’s
cost function is fi(x;, X, &) = ci(x;)—xi(a—bx+&;), where c;(x;) is its
production cost-information (business sensitive) which is worth
protecting, x; is the amount of goods that player i produces, and
&; is the uncertainty that is fixed for each sampling point ¢. For
each sampling point ¢, the gradient of player i's cost function is
8i(xi, X, &) = ¢/(x;) — (a — bx + &) — bx;. If the sampled gradient
is leaked, then the observation of (x;, ¢/(x;)) allows adversary to
infer the private production cost-information c;(x;) since it has
known the structure of fi(-). Therefore, direct communication of
the intermediate results can lead to severe privacy leakage in the
above algorithm. It is imperative to provide a theoretical privacy
guarantee on the sensitive information in distributed algorithms
for stochastic aggregative games.
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2.5. Differential privacy

Before introducing the privacy-preserving distributed algo-
rithm for stochastic aggregative games, we first present some
preliminaries of differential privacy. The basic idea of differential
privacy is to “perturb” the exact result before delivering. In this
case, an adversary cannot tell from the output information with
a high probability of whether the player’s sensitive information
has changed. Differential privacy-preserving is equivalent to hid-
ing changes in the datasets. Formally, changes in the datasets
can be defined by a symmetric binary relation between two
datasets called adjacency relation, which is denoted by Adj(-, -).
Two datasets Dy and D, that satisfy Adj(Dy, D;) are called adjacent
datasets. Inspired by Bassily et al. (2019), we first define adjacent
relation, which indicates the specific sensitive information that
needs to be protected.

Definition 2.3 (Adjacent Relation).: Two different samples of gra-
dient information are recorded as Dy = {§/,: = 1,..., 5}, D, =
{ i‘/, ' =1,...,5/} where & and Ei‘/ denote two realizations of
&, if only one of the sampling points is different, then D; and D,
are called adjacent datasets.

Definition 2.4 (Differential Privacy, Ny & Pappas, 2014). Given
€,8 > 0, a randomized algorithm R is (e, §)-differentially private
if for all adjacent datasets Dy and D, and for any subsets of
outputs " € Range(R), such that

P{R(Dy) € T} < eP(R(D}) € T} + 6.

Remark 2.1. The constant ¢ measures the privacy level of the
randomized algorithm R, i.e., a small ¢ implies a high privacy
level. € is taken to be a small constant, e.g., ¢ ~ 0.1, or perhaps
even In2 or In3.

Definition 2.5 (Han et al.,, 2017, Sensitivity). The sensitivity of an
output map q at the kth iteration is defined as Ay =
SUPp, . adjco,.}) 19(Dk) — q(D})ll, where Dy and Dj are input
datasets at time k.

Remark 2.2. A randomized algorithm R is normally defined in
conjunction with some query q of interest. The sensitivity of an
output map q captures the magnitude by which a single individ-
ual’s data can change the output map q in the worst case, and it
is a key quantity that determines where and how much noise is
added in each iteration for achieving (e, §)-differential privacy.

Problem. In this paper, we use two different perturbation meth-
ods to design privacy-preserving distributed algorithms for
stochastic aggregative games, which protects each player’s sen-
sitive information in the sense of (e, §)-differential privacy and
guarantees the convergence to a unique Nash equilibrium.

3. Differentially private distributed algorithms for stochastic
aggregative games: output-perturbation

We propose a differentially private distributed algorithm for
stochastic aggregative games via output-perturbation, i.e., Algo-
rithm 1.

Remark 3.1. Different from the existing distributed algorithms for
stochastic games (Lei & Shanbhag, 2020; Yousefian et al., 2016),
to ensure (e, §)-differential privacy of Algorithm 1, we add the
Gaussian noise to the estimate v; , when broadcasting it.

Next, we analyze the (e, §)-differential privacy and conver-
gence property of Algorithm 1.
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Algorithm 1 Differentially private distributed algorithms for
stochastic aggregative games via output-perturbation
Initialization: Let k = 0, and vip = X;o € &; for any i € V. Let
a > 0 and {Si} be deterministic sequences.
Message passing. Player i sends the noisy estimate p; , = vj x+n; k
to its neighbors, where v; is the estimate of player i at time k,
and each element of n;; € R" is the zero-mean independent and
identically distributed (i.i.d.) Gaussian noise with variance o7, i.e.
n, ~ N0, 03).1=1,2,....n
Consensus. Player i receives the noisy estimate p;x = vjx + njk
from its neighbors and conducts the following step by one time:
Vg = Y @jiDjk Vi€ V.

JEN K
Strategy update. For every i € V:

Sk
o
Xigepr = I (Xik — 5 ;gi(xi,ka Nvi, &)). (M
Viger1 = Uik + Xigr1 — Xik- (2)

where S is the number of the sampling gradients used at time k
and &/,t =1, ..., S, denote the realizations of &;.

3.1. Privacy analysis of Algorithm 1

In this subsection, we will prove the (¢, §)-differential privacy
of Algorithm 1. As explained above, to protect privacy each player
i generates a noisy estimate by adding a noise vector to the local
estimate vj, i.e., pix = Vik + Nk This method guaranteeing dif-
ferential privacy is known as output-perturbation (Ny & Pappas,
2014). Next, we derive conditions on the noise variances under
which Algorithm 1 satisfies (e, §)-differential privacy.

Assumption 3.1. gi(x;, Nv;, &) are uniformly bounded, i.e., there
exists a positive constant C such that for each fixed sampled point
6, llgi(xi, Nvi, &)l < C.

Remark 3.2. Assumption 3.1 is a technical requirement for pri-
vacy analysis. A similar assumption is also used in the liter-
ature (Li et al., 2018). If privacy protection is not considered,
then Assumption 3.1 can be removed. For given x; and Nvj, if
& is uniformly bounded, then, by the characteristics of compact
set, Assumption 3.1 holds. For instance, if we choose fi(-) as the
simulation example of this paper, then Assumption 3.1 holds. If
gi(+) itself is a bounded function, e.g., gi(-) = sin(x;, Nvj, &;), then
Assumption 3.1 holds.

Lemma 3.1. The sensitivity of Algorithm 1 at the kth iteration
satisfies

A < —. (3)

Proof. Recall in Definition 2.3, that D, and D}, are any two data
vectors differing in one entry. v;, is computed based on dataset
Dy, while v;, is computed based on the dataset D;. For adjacent
datasets Dy, and D/, we have

lvik — vi gl
= ||1A1Lk71 + Xik — Xik—1— f){,k_1 - X;,k + XI/',I<_1 I

= E Qjj kDik—1 + Xik — Xik—1
je-/\[i.,k

/ J/
- E Qij kPik—1 — X g +X,‘,k_1||
JjENik
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= ||Xi k— Xik—

751{_ Il =

J /
1= X+ Xl
8i(Xik—1, Nvik—1, &)

’ 2aC
+ 8i(Xi k-1, Nvj k-1, g,‘t N < 57

The proof is completed. O

Remark 3.3. Motivated by Li et al. (2018), we use the mini-batch
method to process multiple samples at the same iteration. Most
importantly, the mini-batch method has a significant advantage
in guaranteeing differential privacy for Algorithm 1. Observing
the proof of Lemma 3.1, we find that the parameter ? has an
effect on the sensitivity of Algorithm 1.

Theorem 3.1. Let € € (0, 1] be arbitrary, n; be the noise sampled
from Gaussian mechanism with variance afk where

20C+/21In(1. 25/8
Ok = (4)
Esk
Then, each iteration of Algorithm 1 is (e, §)-differentially private.
Specially, for any adjacent datasets Dy, D}, and any output p;, the
following inequality holds:

P{pi«|Di} < e“P{p;k|D;} + 8.

Proof. In the context of differential privacy, the corresponding
mechanism for Algorithm 1 maps {vikx,i € V} to {pix,i € V}.
Since the Jacobian matrix of the linear transformation from p;j
to n; is the identity matrix, the privacy loss from p; is given as
follows
P{pi «|D P{n; «|D
In {Dix! i{}l ~|In {nixl r<} ] (5)
P{Pf.lek} IFD{ni,k“)k}
Furthermore, the entries of n;; denoted by nka are independent
of each other and for any entry I, we have

P{n; «|D P{n! |D
i 200Dy P DS (6)
P{ni,k|Dk} P{n,’,k|Dk}
From (5) and (6) it follows that
P{p; x|D D,
|11’1 {pl,’<| f}| _ “n { zkl k}|
P{P:‘,HDk} P{ 1[<|Dk}
exp(—%(ni,k)z)

Ux.k |
eXp( (nz Kt Ak)z)

2

= |In

\ |n IA/(|+ . (7)
2 zzk b 20, 2

From Lemma 3.1, and substituting ( ) and (4) into (7), it is ob-

: P{pi, k| Dk} Sk— C
tained that | In ]P(Pi,llj\Di{ | < 4ac1’nd€25/8)|nlk + 57‘ 1| When In, W <
oC -1 P{p; k|Dx}
S ——(4e¢'In(1.25/8) — 1), | In FipiID] }| is bounded by €. Next, we
prove that
P{Iniel > 1} <8, 8)
where 1 = %( 4¢~11n(1.25/8) — 1). Furthermore, (8) is equiva-
lent to

| 3

P{n;), > r} < 7 (9)

Using the tail bound of the normal distribution A(0, ofk), we have

P{nj, > r} < ﬂr exp(——) When § is small (< 0.01) and
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0 < € < 1,it is obtained that % < 1, — 2;22 < In(v273).

Therefore, (9) holds, which further implies that &é) holds.
Setting

rq:{’ -|n§k| o $(4¢7"In(1.25/8) — 1)},
Py = {nl, : [nf,| > £(4e*1 In(1.25/8) — 1)},
we have

P{p; k|Dy} = ]P{ Vi k + nr k rk € Py}
+[P{ Vi k + nr,k nz,k € P2}
< eP{pik|D,} + 8.

Hence, the statement of this theorem is obtained. O

3.2. Converge analysis of Algorithm 1

To facilitate the convergence analysis of Algorithms 1-2, we
define e = & 3%, gi(Xik, Nvik, &) — Fi(xix, Nvi), and the
following stacke(‘t] vectors:

Vie=[v] oo O o Pe=[P1 4o - oo PRl
=[]yl e =€ g o en gl
F(xi, Nvg) = [F] (%16, N1 k), - -, Fy(xn ks Now i)l
X = [X] oo Xl X = 1D ()T (10)

Then we rewrite (1)-(2) in the following form:

Xijes1 = T (Xixe — a(Fi(Xi k. Nvig) + €ix))
Virr = AP + Xir1 — X (11)

Before discussing the convergence property of Algorithm 1, we
give the following lemmas:

Lemma 3.2 (Koshal et al., 2016). If Assumptions 2.1-2.2 hold, then
there exists a constant 6 > 0 and p € (0, 1) such that |[[Wislij —
LIl < 0%, where Wy s = AyAr_q -+ - Asy1As, and [ i denotes
the (i, j)th entry of the matrix ¥y s, Vk > s > 0.

Lemma 3.3. If Assumption 2.2 holds, and S, = [q¥], ¢ € (0, 1),
then

2CNa/2Tn(1.25/8)(1—¢ )

BNV — 17X, < e

Proof. From the strategy update of Algorithm 1, fort =0, ..., k,
we have

= Y (Bic + Xi1 — Xig)
N

= Z Z @y (vj.e 4 Nie) + Xir1 — Xit)
i=1 jeNj:

Qjj t Vit + E jj ¢ N ¢) +E X1t+1—E Xit

1J€N1t JGMt
N
=zv,t+zn,t+zx“ﬂ—zxn
i=1
=1"v, +1Tn[+1 xt+1 —17X,. (12)
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Note that x; o = vi, 1 € V. Then, from (12) and running iterations,
we have
B[ Vg1 — 1 X1 1]
< B[ Vi — 17Xl + E[117 1]
k
< E[1"Vo = 1"Xo 1+ ) ElIT"nel]
t=0

k
< ) E[1n|]. (13)
t=0
From (4) and (13) it follows that E[|[1"Viy1 — 17Xl <

_gk+1 .
ZCN“VzI“Sizféf)“ 9 The proof is completed. O

Lemma 3.4. If Assumptions 2.1-2.2 hold, and Sy = [¢7¥], p < q €
(0, 1), then for each positive integer k, we have

E[Vi — 3 117X, ][]
2./2In(1.25/8)CNnatfq |, 2CN+/Nad
< NOM + e(q—p) + (Fp;y

2/21n(1.25/8)CNer
+Cy/Na + B

Proof. From (11) it follows that
Viekr = AP + Xip1 — Xie. (14)
By iterating computation (14), we have
Vigr = Ae(Ae-1Piot + Xi — Xim1 + me)
+ Xit1 — Xk
= Y- 1Peo1 + WX — Xik—1)
+ Y ki + Xip1 — X

k
= WioVo+ ) Yis(Xs — Xo1)
s=1
k
+ Z W sns + Xir1 — Xk (15)

s=0

where ¥ ¢ are defined in Lemma 3.2. Then, from (15) it follows
that

k—1
Vie = Wk—1,0V0 + Z Yi—1,5(Xs — X5-1)
s=1
k—1
+ lekfl,sns + Xk — Xk—1- (16)
s=0
Furthermore, from (14) it follows that

17V,
= 1" (A 1Pt + X — Xie—1)
= 1"(Viet + 1 + X — Xie1)

k k—1
=1V + ) (X~ X)+ ) 1. (17)
s=1 s=0
Then, from (16) and (17) it follows that
BV — ~117X,]]
N

_ Ly Lty -1
< ElVie — 5 Vil + Bl (117Ve = 117X

k=1
1, 1.,
< E[[(Wk-1,0 — ﬁ" Wo + EO(‘I’kq,s - ﬁ" ng
S=|
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k—1
1
+ 2 Wiers = 10X — Xs1)

s=1

1
+( - an)(xk — Xi—1)I]

1
+1E[||N(11Tvk —11"X)11

k—1
< NOP Vol + Y T NOP* 51X — Xoa |
s=1
k—1
+ X — Xio1ll + > NOp " E[||ng]|]
s=0
2CNa/2Tn(1.25/8)(1 — %)
_l’_
€(1—q)
where the first inequality follows from the Cauchy-Schwarz in-
equality, while the last inequality holds since || s — %IITH <
0p*s, Yk > s > 0. Then, we estimate ||X; — X;_1|. From (1) it
follows that

) (18)

1Xi.s+1 — Xis|l

Ss
o
=[x (x5 — 5 legf(x,»,s, Nvis, &) — M (i)l

Ss
o
<|xis — S E &ilXis, Nvis, &) — Xis|l
s =1

where the last inequality holds by using the standard non-
expansiveness property, ie. |[ITx(x) — Mx ()l < [x — yl| for
any x and y. Then, from Assumption 3.1 it follows that for Vi € v,
s —Xisll < = & X%, gilis Nvie &)I| < Cor. Thus, we have

IXs — Xs—1ll < C«/ﬁa. (19)
From (4), (18) and (19) it follows that

1 T
E[IVie = 511 Xill]

24/21In(1.25/8)CNna@(gk=! — pk=1)
€(q—p)
CN+/Nab(1 — pk!
+ fo; ( ) + Cv/Na
-p
2/2In(1.25/8)CNa(1 — g¥)
_l’_
€(1—q)
24/21In(1.25/8)CNnafq
€(q—p)
24/21n(1.25/5)CN
+Cv/Na + n( /9) oe.
€(1—q)
Note that Vo = Xo € AX. Then, there exists a constant M =
Z:.V:] maxyex; [|Xi]l such that the last inequality in (20) holds. O

< NOP* | Voll +

CN+/Naf
1-p

< NOM +

(20)

Define the o-algebra 7, = o{X;, n;, 0 < t < k}. We need the
following assumption on ey.

Assumption 3.2. There exist positive constants ¢;; and ¢;» such
that for any k > 0, i € V, Elejx|lA] = 0, E[|leixl?|F] <
2 L2 2
ny]HXx,kH +Cio

Sk

Remark 3.4. When S, = 1, there exists some v > 0 such that
E[|lex]|I?|Fi] < v2, Vk > 0, which is also used in Yousefian et al.
(2016).
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Next, we establish the mean square error of Algorithm 1,
which is given as follows.

Theorem 3.2. If Assumptions 2.1-2.5 and 3.1-3.2 hold, S, = [q~],
p < q € (0, 1), and the constant step size « satisfies 0 < 2am —
a*(144L}) < 1, then for any €, > 0 and o; in (4), the sequence
X generated by Algorithm 1 satisfies the following form:

—
=

am — a?(1 +4L§))’

lim E[||Xx — X*[1%] < (21)
k— 00 2

where & = 40?N? maxey {L? }k +4aNM maxicy {Li}f+(1+202)c].

Proof. From Lemma 1 in Lei and Shanbhag (2020), we know that
x* € X is a Nash equilibrium if and only if x* satisfies x* =
I x(x* — ap(x*)). From (11) and the non-expansiveness property
of the projection operator, we have

X1 — X5 112
< Xik — X7 — a(Fi(Xik, Nvig) — ¢i(x*) + e )|
= lIxix — X 1I> + & | Fi(xi, Nvig) — ¢i(x*)]1?

= 2a(xix — ) (Fi(Xi.ks Nvige) — ¢i(x*))

+ o?|leiill® + 202 (Fi(xik, Nvig) — ¢i(x*)) e

—2a(xik — X{) ei. (22)
By using £2ab < a® + b, it is obtained that

1% k1 — X5 117
< (T4 a®)xip = X712 + (14 2a2) el

+ 202 || Fi(%i.k» Nvige) — ¢i(x*)||?
— 20(xi ) — x1) (Fi(Xi k. Nvik) — ¢i(x*)).

Then, summing the above inequality over i = 1, ..., N leads to
X1 — X*I1?
< (1+ &)X = X112 + (1 + 202 [lel®
+ 207 ||F(xi, Nug) — (x>
—2a(Xi — X*) (F(x, Nvg) — ¢(x")). (23)
By (a + b < 2(a® + b?), setting yy = Y_» , Xi, from Assump-
tions 2.3-2.4, we have
20%||F(x¢, Nvg) — p(x*)||?
< 4o (|IF (%, Nvg) — F(xie, yio) 1
+ IF (i, yi) — ¢(x)1%)
1
< 4o’ N? max{L}|| Vi — — 117X, |2
ieV N
+ 40’ L5 |1 Xi — X*||. (24)
Moreover, we have
—2a(Xi — X*) (F(x¢, Nvi) — p(x*))
= —20(Xi — X*) (F(xe, i) — $(x*))
+20(Xi — X*) (F(Xk, ¥i)) — F(xe, Nvg)).
From Assumption 2.5 it follows that
—2a(Xi — X*) (F(xk, Nv) = p(x*)
< —2am||Xi — X* |2
+20(Xi — X*) (F(Xk, ¥i) — F(xe, Nvg)).

Furthermore, from Assumption 2.3, and using the Cauchy-
Schwarz inequality it follows that

—20a(X — X*) (F(xg, Nug) — ¢(x"))

< —2am||Xy — X*||?

1
+2aN max{Li}|X — X*[IVie — < 117X, ].. (25)
iey N
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From (23)-(25) it follows that
E[[Xe1 — X*II*| 7]

< (T4 )X — X*1* + (1 + 22”)E[|ex]|* 7]
+ 26 E[||F(Xk, Nvi) — (x*)II?| Fi]
— 20E[(X — X*) (F(xc, Nvi) — (x*))| Fi]

< (1= 2am + o 4 40°L3) X — X*||?

1
+ 40’ N? max{L2}E[||Vi — — 117X, |2 | Fie]
ieV N
1
+ 4aNM max{L}E[||Vi — — 11" X [[| 7]
iey N
+ (14 22*)E[[|ex [1?| Fil.- (26)
Similar to the proof of Lemmas 3.3 and 3.4, we have
1
E[|Vy — NIITXk”z]
321n(1.25/8)C2N?n*a?62q?

< 4N20*M? 16C2No?
GG
32C2N3a%6%  321In(1.25/8)C?N%a? (27)
(1-p) €*(1—-¢?)

From Assumption 3.2, Sy > ¢* > 1 and A; is a compact set, it
follows that
=2

A

Elflel’| 7] < <+ <. (28)
Sk

where @ = maxician(c? Xl + cZ,). From (26)-(28) and

Lemma 3.4 it follows that
E[|[Xk1 — X*[1%]
< (1= 2am + o*(1 + 4L2))E[ | X — X*|1%]
+ 40> N? max{L?}«x + 4aNM max{L;} g + (1 + 2?)c.
=% ey

where k= 4N202M2 4 32n0258CN’ 2?02 4 q5c2Nq2 4

2n3,202 321In(1.2 /5)(‘2 2.2 62(q27p2)
32C*N°a“6 n(1.25 Na _ 2CN+/Nab
(1—p)? €2(1-¢%) B = NOM + THEE 4
—2'21n(1k§i/2§CN”“9q + C+/Na + 72”1"6((11'35[{)5)6”“. Based on the step

size condition and iterating the above process, (21) is obtained.
The proof is completed. O

Remark 3.5. In Theorem 3.2, the convergence to a neighborhood
of the Nash equilibrium is achieved. From (21) it follows that the
mean square error of Algorithm 1 is proportional to the step size
« and inversely proportional to the privacy level € (the number
of samples), revealing a trade-off between accuracy and privacy.
A tighter upper bound of the mean square error can be obtained
by optimizing the right-hand side of (21) over constants ¢, g and
€.

4. Differentially private distributed algorithms for stochastic
aggregative games: input-perturbation

Different from Algorithm 1, we present differentially private
distributed algorithms for stochastic aggregative games via the
input-perturbation method, i.e., gradient-perturbation. As shown
below, the algorithm achieves privacy-preserving of the player’s
sensitive information with guaranteed convergence.

4.1. Privacy analysis of Algorithm 2

In Algorithm 2, the privacy noise n; is added directly to the
gradient. Thus, we compute the sensitivity based on Adj (Dy, D, ).
From Assumption 3.1 it follows that the se/nsitivity of Algorithm 2
is Ax = (18i(Xi.k, Nvi, &) —&i(Xi k. Nvik, & )Il < 2C. Then, we have
the following theorem.
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Algorithm 2 Differentially private distributed algorithms for
stochastic aggregative games via input-perturbation
Initialization: Set k = 0, and 0;¢p = x;0 € &; for any i € V. Let
o > 0, {rp} and {Si} be deterministic sequences.

Consensus. v;; := U;; for any i € V and repeat the following
update by 7y times: viy = Y a;xvjk, Vi € V.
JENG Kk

Strategy update. For every i € V:

Sk

Xigp1 =  a(xix — ?:(Zgi(xi,k» Nvik, &) + nix)),
=1

Vik+1 = Vik +Xik+1 — Xiks

where S, is the number of the sampling gradients used at time k
and §/,t =1, ..., S, denote the realizations of &;.

Theorem 4.1. Let € € (0, 1] be arbitrary, n; x be the noise sampled
from Gaussian mechanism with variance o, where

. 2 ln€(1.25/8). 29)

Then, each iteration of Algorithm 2 is (e, 8)-differentially private.

Proof. Similar to the proof process of Theorem 3.1, we have the
randomized mechanism R(Dy) = Zf; 8ilXik, Nvig, &) + niy
is (e, §)-differential privacy. Then, from the strategy update of
Algorithm 2 it follows that dix1 = vik — Xik + M (Xik —
‘;"‘(le"1<g,()cl ks Nvi i, )41, k)) Therefore, the estimate D; ;1 is a
flinction of R(Dy) and accesses the private dataset only indirectly
via the output of a differentially private mechanism. As shown in
Theorem 1 of Ny and Pappas (2014), differential privacy is robust
to post-processing. Therefore, the privacy guarantee cannot be
weakened, and further, (e, §)-differential privacy is preserved.

4.2. Convergence analysis of algorithm 2

Next, we establish the almost sure convergence of Algorithm 2
by using the following stochastic approximation-type conditions.

Assumption 4.1. The step size {ay}i-0 satisfies the following
conditions: (i) (non-increasing) 0 < oyy1 < ¢ < 1, Vk >
0; (ii) (non-summable) Z;@o ap = o0; (iii) (square-summable)
Y ko0 % < 00,

For example, Assumption 4.1 is satisfied for the step size of
the form oy = (k+ 1), where 3 <y < 1.

For stochastic approximation-type sizes, instead of Assump-
tion 2.5, we consider the following assumption.

Assumption 4.2 (Strictly Monotonicity). For x,y € X, X # Y,
x =) (d(x) — ¢(y)) > 0.

Lemma 4.1 (Koshal et al., 2016). Let ¢; be a non- negatlve scalar se-

quence. If 3% g < 0o and 0 < p < 1, then Y02 (X pk=5¢)
< oo0.

Lemma 4.2 (Koshal et al,
1"V, = 17X, forallk > 0

2016). If Assumptions 2.1-2.2 hold,

Lemma 4.3. If Assumptions 2.1-2.2 and consensus times rk =1
hold, then Y2 a E[||Vie — 711TXk|||}‘,<] < oo forallk >
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Proof. Similar to (16) and (17
follows that

), from Lemmas 3.2 and 4.2 it

1 T
Vie = 511 Xl

1 - 1 o~
< WV — =117V —(11"v, — 117X
Vi N il + ||N( k ol
1 k 1
<o = G 1Wo + 3 (Wies = S 11X = Xeo)

s=1
k
~ Lo = Lamx — x
< 1o = S TIIVoll + D 19 — 11T IXs — Xsa
s=1
k

< 0pMIVoll + Y 00" X = Xeca . (30)

s=1

Utilizing the strategy update of Algorithm 2, we obtain

1
E[||Vie — NIITXk” | Fic]

k
< 0pMIVoll + > 0o ELIXs — Xs1llIFid

s=1

2Nn Y ZTN(1-2575)
ndv2In(1-25/9) | g Z k=sg

< 00 Vol +(

< Hp*M +(

2CNnf /2 1n(1.25/6
(1.25/ )+CN9)Z,0"_5055_1 (31)
€ s=1
Note that Vo = Xp € AX. Then, there exists a constant M =
Z:\’: 1 MaXy.ex; ||| such that the last inequality in (31) holds.
Next, we establish the convergence of
> eeo akELIVi — % 117X, ||| F]. From (31) it follows that

oo

1
> BV = STl
k=0

24/21 (1.25/8)CNné © &
MBI 4 vy e Yo
k=0 s=1

+6M Zakpk. (32)
k=0
Now, we show that each term on the right side of (32) is
summable, hence Y07 o E[[| Vi — 4 117Xl F] < o0,
Noting that ap <o, ke N, 0 < p <1, wehave Y ooy axpk <
o Zk 0,0 < 00. Moreover, since oy < s, Yk > s, for the series

k—s
Y o @k Zs:l 0o Sas_1, we have

e} k ook

k—s k—s
E ak(} P Olsfl) = E E POk
k=0 s=1

k=0 s=1

00
pksz

From Lemma 4.1 and Z,fio af < oo, it is obtained that
oo ak(Xh, p¥as_1) < oco. Hence, the proof is completed. O

Lemma 4.4 (Polyak, 1987). Let Zy, uy, B, ¢k be non-negative random
variables adapted to o -algebra Fi. If Y _po Uk < 00, Y peg Bk < 00,
and E[Zyy1|Fi] < (14-ug)Z — &k + By for all k > 0O, then Z; converges
almost surely and Z;:io &k < oo almost surely

Theorem 4.2. If Assumptions 2.1-2.4, 3.1-3.2 and 4.1-4.2 hold, the
consensus times ty = 1 and Sy = 1, then for any €,6 > 0 and o
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n (29), the sequence X, generated by Algorithm 2 with stochastic
approximation-type step size converges almost surely to X*.

Proof. Similar to (22), considering the strategy update of Algo-
rithm 2, we have

2
1% k1 — Xl
2, 2 2
< lxi e — X717 + o 1FilXi ke, Nvig) — ¢i(x™)|l
£3

+oglleill® + apliniell® — 200Xk — %) eik
—2ak(Xi ) — X} (Fi(Xi k, Nvi k) — $i(x*))

+20}(Fi(%i.k, Nvik) — ¢i(x*)) eik

+20 (Fi(Xi ko, Nvi ) — #i(x*)) mik

—20(Xi e — X)) Mg + 200€] i 1. (33)
Then, summing the above inequality over i = 1,...,N, and

noting that E[ny|F,] = E[ex| Fx] = ]E[e[nklj—‘k] = 0, we obtain
E[| X1 — X* 11?7
< X = X*I1” + o Elllexll® | 7] + o EL el * | Fi]
+ 202 [|F(xc, Nvge) — p(x™)]|?
— 204 E[(Xi — X*) (F(xe, Nvg) — (x*))| Fil. (34)
Setting y, = Z:V: 1 Xk, we have
—200( Xy — X*) (F(x¢, Nvg) — p(x*))
= 200Xk — X*) (F(xk, yir) — p(x*))
+20(Xe — X*) (F(xk, i) — F(Xke, Nv).

Moreover, from Assumption 2.3 and by using the Cauchy-
Schwarz inequality, it is obtained that

—20(Xy — X*)'(F(xx, Nvg) — p(x*))
< —200(Xk — X*) (F(xk, yie) — p(x*))
1
+200N max{Li} [ Xx — X* [V — — 117X, ]l (35)
iy N
From (24), (34) and (35) it follows that
E[[Xer1 — X*[1*1 7]
< (14 402L2)1Xk — X* I + eElllecl*| 7]

1
+ G E[Imel1? | Fid 4 4agN? f}é«i‘le{L?}llVl< - NllTXkII2

1
+ 200N max{Li}|Xic — X" |E[]|Vic - lexknm]

— 200¢(Xie — X*)' (F(xk i) — (%))
< (1+ 4o L3)IIXe — X*|1?

8N%n?C?In(1.25/8
—i—ozfvz +Ot,% 2( / )

€

1
+ 4aN? max{L2} ||V — — 117X, ||
ieV N
1
+ 200N max{Li} | Xie — X™ [ EL|Vic - N11Txk|| | Fic]

= 20X — X*)' (F(xk, yi) — p(x)). (36)

From (30) it follows that

k
1
IVie— S 10Xl> < NOMp¥ +20M 3 o)
s=1
20M

< N(OM + —— ).
1-p
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Hence, by > ;2 o < oo, we have Y2 4aZN? maxiey {L2}[|Vi —
F 117X, ||? < oc. Furthermore, we have

o0
E ot,fvz < 00,
k=0

37
=, ,8N?nC?In(1.25/8) (37)
o < X
Z k €2
k=0

Now, we apply Lemma 4.4 for
Z s = 11X — X*I1%,
et = 4oLy,

b= o 4 a2 8N2n2C2In(1.25/5)
s K

€2

1
+4afN? max{L?}||Vi — — 117X, ||?
iey N
1
+ 204N %%X{Li}nxk — X*|E[||Vk — NIITXk” |7,

Lk » = 200Xy — x*)" (F(XkaJ/k) - ¢(X*))~

From Lemma 4.3 and (37) it follows that Y, Bx < co. By using
Lemma 4.4, it is obtained that || Xy —X*||?> converges almost surely,
and Y120 &k = Y e 200X — X )T (F(xk, yi) — (x*)) < oc. Since
the a-sequence is nonsummable and F(-) is strict monotonic, we
have

lim inf(Xie — X*)" (F(x. yio) — $(x)) = 0.

Notice that the sequence of X; is bounded. Then, we consider
its bounded subsequence X;,, which satisfies limy_, (X, — X7
(FOxi, yig) — $(x)) = liminfioo(Xi — X*)T (FOti, 1) — 6(x°)) =
0. Strict monotonicity of F(-) (Assumption 4.2) implies that this
subsequence converges to X*. Furthermore, the convergence of
1 X —X*||? shows that limy_,  Xx = X*. The proof of the theorem
is completed. O

Remark 4.1. The almost sure convergence and (e, §)-differential
privacy of Algorithm 2 are established simultaneously. While we
only study the privacy issue for stochastic aggregative games
in Lei and Shanbhag (2020), Algorithm 2 can be extended to those
presented in Franci and Grammatico (2020) and Yousefian et al.
(2016).

From Theorem 4.2 it follows that the strategy update states Xj,
converge to Nash equilibrium X*. The following theorem provides
an estimate of the convergence rate.

Lemma 4.5 (Lei & Shanbhag, 2020). If Assumptions 2.1-2.2 hold
and consensus times t, = k + 1, k > 1, then there exists a constant
6 > 0and p € (0, 1), such that

v ! 117X,
k N k
< 2
< VNMOp " L oyNMep B 1+ —=——)
kin(1/p)
2
+2v/NMée(In(p~2))"7 p" 5" .

Theorem 4.3. If Assumptions 2.1-2.5 and 3.1-3.2 hold, the step size
satisfies o, = .3 < y < 1, consensus times iy = k + 1 and
Sk = 1, then for any €, § > 0 and oy in (29), the convergence rate
of Algorithm 2 is given as follows. When % <y < 1, it holds that

1
E[IXit1 — X*[1%] = 0(,(7)-
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When y = 1, it holds that

O( ), m<1
E[|Xepr — X 71 =1 o), m=1
0(3), m>1

where m is a positive constant in Assumption 2.5.

Proof. From (36) and by Assumption 2.5, we have

E[[1 X1 — X*|1°]

< (1 = 20pm + 4o L[| Xk — X*[1*] + o Ellex|1*]

2752 1 T 2
+ QZELInil2] + 40N max(L2} Vi — 117X

1
+ 204N max{Li} | X, — X*|E[|Vie — <117 X, ].
ieV N

1 1

By using Lemma 4.5, when o, = 7, 3

k > ko and 8 > 0 such that

< y < 1, there exists

m
k7:

1
ofElllex]|*] + 4afN? rpee\gx{L?}nvk - Nukanz

—20qm + 4oLy, <

1
+ 204N max{Li} | X — X*[E[|Vie — — 117X, [1]
eV N

Bl < 2 (38)
From (38) it follows that
E[[1Xer1 — X*11%]
B
[]_7] [1Xe — X* I ]+]Ty as k > ko.
Thus, iterating the above process, we have
k
E[IXer — X*12] < T][1 - g]E[nxko —x*|?]
t=k0
. B
+Z ]_[( o 12V + 1y (39)
I=kg t=I14+1
Note that Ht W1 = 2] = exp(Xi,log1 — &) =
0(exp(— Y t, &) Then, when y = 1, it is obtained that
£ m “m
[T01- o1 =o0(exp(= > 7))
t=ko t=ko
= 0(exp(~mlog ) = 0(1) (40)
= O(exp(—mlog — ke )

From (39) and (40) it follows that

E[ X1 — X*|17]

k-1

k l
= O(exp(—mlog E)) + O(Z(E)mlé;) + O(,’:%)

l=k0

km Z 12— m

I=ko

kalZ m + (kz)

I=kg

= O(exp(— mlog *)

—O

10
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: k-1 k
By using »°, 124"' < fko_l —_dx, we have

k—1 B 0(1), m<1
P (lnk) m=1
g’ Oty).  m>1

Thus, the results hold for y = 1. When % < y < 1, it is obtained
that

k k
m
= 0(exp(- > 7))
t=kg
- O(exp(—%[(k + 1) —KY).

Noting that for large enough ko and [ >
Therefore, from (39) it follows that

ko, we have (1—7})7" < 2.

[lle+1 —X*||2]
< 1‘[[1 — — JE[IX — X*1I%]
= ko
+Z ]_[ a-"Mp P
tYy lZV kv
I=kg t=I+1
< ]‘[[1—— [1Xe, —X*117]
t=kg
k=1 k ,3
+2y JJa- —)lz—y + .z
I=kqo t=I
m _ 1
= O(exp(— —y(k+l)1 y))+0(kzy)
k=1 m
O(Zexp(— — (k+1)'77)
I=ko Y
x exp( l_1’)£). (41)
1— 2y
Note that for large ko, # < % Then, we have
mky
Zexp l1 V)lzﬁy
I=ko
k
m o, B
< /ko exp(il_ I )12ydl
k
- é m -y
=l lVd(exP(l—yl )
_lé 1-y k_é ‘ m iy l
= mly(exp(] ), . exp(l_yl )d(ly)
_ 18 1=y \y [k
= HIT’(EXP(l— ng)])%
k
v 1 L ﬁ
+ o e o ex p(1_yl )lzydl
lﬁ m iy
< mkV(eXp(l—yk )
k
14 m ., £
oy T
lﬁ 1-y 1/k 1-y ﬁ
< —o(en(s N+3 ; exp(;——1""7) 3, dl
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Furthermore, we have

1

Zexp )lljy = O(k—y(exp(%kl_y))).
I=ko
From (41) it follows that

E[ X1 — X*[17]
_ m - 1
= O(exp(—ﬁ(k-i- D)) +0(35)

1
— 1-y\ 1-y
+O(exp( (k+ 1) )kV exp(l yk )

The proof is completed. O

Remark 4.2. The convergence rate of the algorithm with stochas-
tic approximation-type step sizes is given for the first time in
Theorem 4.3, and the related results are not given even if privacy-
preserving is not considered. From Theorem 4.3, we see that
the privacy level € does not affect the convergence rate of the
algorithm when privacy noise is added directly to the gradient.

Next, by using the mini-batch method, observmg the strategy
update of Algorithm 2, we find that the parameter T has reduced
the influence of added privacy noise on the performance of the
algorithm. Since the influence of added privacy noise on the
algorithm’s performance is reduced, the faster convergence rate
will be achieved at the same privacy level, which will be shown
in the following theorem.

Theorem 4.4. If Assumptions 2.1-2.5 and 3.1-3.2 hold, consensus
times oy = k+ 1, ax = o, S = [a~2q~*+V7] for some p € (0, 1),
and E[||Xo — X*||?] < Cy, then for any €, 8 > 0 and o, in (29), the
following results hold:

E[IXe — X*]1%]
_ (G + W)max{&;, rik Co#y
I (R e d A Co=y
where
Co = 1—2am+o® + 40’} + 2(1 4 202 )o’cF,
G, = (1+202)(2¢3|IX*||* + N¢;

8N2n%a4C?In(1.25/5)
+ —

C; = 2MOp~3(1+

)

)+ 2Mbe(p In(p~ ")) 2,

2

kIn(1/p)

Cs = 40®N? ma}}x{L?}(Mzez +C2)
1e

+ 4aN2? M max{L}(M + G3) + G,
ey

Proof. Similar to the proof of (33)-(35
egy update of Algorithm 2, we have

E[1Xes1 — X* 11217k
< (1= 2am+ o + 40°L3)| X —

), by considering the strat-

X* ”2
+ 40’ N? max{L?}|| Vi — —11Txk||2
iey N
1
+ 4aNM max{L,-} Vi — N 11Tx,<||
1€

E[|Ink|l | 7]

(1 + 20" Bl el 1] +
k
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Fig. 1. Communication topology.

< (1= 2am+a® 4+ 4°L])[1Xe — X*||?
1
+ 4’ N? max{L2}||Vk — — 117X, ||
iev N
1
+ 4eNM max{L}||Vi — =117 X; |
iey N

8N2n??C?In(1.25/8)
SZe?

+(1+ 22 Elleel®| 7] + (42)

By Assumption 3.2, we have
2C%|IX*||> + N¢c5

Sk ’
where €1 = maxjicn Ci.1, C2 = MaXj«icp Ci2- Further, based on
Lemma 4.5 and (42), S; > a2, we have
E[|Xier1 — X*1°] < GELIXe — X*[1%]
+4O[2N3 maX{LZ}(M 92 (k+1)(k+2) + C§p2(k+1))

iey !

Elllec]®| 7] < 20°¢1 1 Xk — X*|I> +

4N 3 M max(Lj(Mop 52 | oy 4 @
eV Sk
< GOEL1Xe — X* |71+ Cay**!,
where y = max{p, q}.
k+1
E[[|Xir1 — X*I°1 < GoMELIXo — X*IP1+ Co Y g7y,
m=1

When Cy # y, for y < Cp, we have

o k+1—m pm k+1 . “m.om 1 1

ZC =G ZC mco .

Similarly, when y > Gy, it is obtained that Y&, ci+1=mym <
L_ k1 Therefore, Y\t Cit1=mym < %.When

v/Co—1

Co = v, by using kC§ < ﬁk/ln((ﬁ/Co) ) © € (Co, 1), it is obtained

that E[[|Xi+1 — X*u 1 < CEElIXo — X*IIP1 + Catk + 1)CEH! <
Cq k
€+ s O

Remark 4.3. In Theorems 4.4, we show that the convergence rate
of the algorithm has the same order as that of the non-private
algorithm in Lei and Shanbhag (2020). Different from Lei and
Shanbhag (2020), the privacy level € affects the convergence rate
of the algorithm in the form of O(Eiz).

Remark 4.4. We present two different differentially private dis-
tributed algorithms seeking the equilibrium solution in stochastic
aggregative games. If a better convergent accuracy is required,
then it is better to use the input-perturbation method; but if a
simple operation or low computational complexity is preferred,
then it is better to use the output-perturbation method.

5. Simulation example

This section provides a numerical simulation to testify the
effectiveness of Algorithms 1-2. We consider a 5-player Cournot
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Fig. 2. The expectations of the players’ Nash equilibrium seeking mean square errors by using Algorithms 1-2.

competition model, where the player i's loss function is given as
follows:

E[ﬁ(xiv 27 ‘;5_1)]
5

E[(x —R)* +(0.04 Y xi+& + 5)il,
i=1

where /X\l = 50, /X\z = 55, /X\3 = 60, /X\4 = 65, /X\S = 70,
&~ U(—%, 9), ¢ ~ U(3,5). Since E[(x; —%;)? + (0.04 "), x; +

&+ 5] = (x —X)* + (0.04 Zle X; + 5)x;, as shown in Ye
et al. (2021), the game has a unique Nash equilibrium X* =
(41.5,46.4,51.3,56.2,61.6). The communication topology
among players switches between two graphs is given in Fig. 1.
Setting ¢ = 0.5, from Fig. 2 it follows that E[||X, — X*||?]
converges to a small neighborhood of zero by using Algorithm 1.
This indicates that the mean square convergence of the algorithm
cannot be guaranteed when the privacy noise is added to the
estimate of each player. In addition, comparing Fig. 2(a) and (b),
it follows that the mean square error of the algorithm is inversely
proportional to privacy level . From Fig. 2(c) and (d) it follows
that E[||Xx—X*||*] exactly converges to zero by using Algorithm 2,
while comparing Fig. 2(c) and (d), it follows that Algorithm 2
converges faster for larger batch sizes at the same level of privacy,
which is consistent with theoretical analysis.

6. Conclusion

This paper designs privacy-preserving distributed algorithms
seeking the Nash equilibrium in stochastic aggregative games
and protecting each player’s sensitive information. The (e, §)-
differentially private method is used, where additional noise is

12

introduced. The input and output-perturbation methods are both
given. In particular, the algorithm converges almost surely to
the equilibrium using stochastic approximation-type conditions
and is (e, §)-differentially private. Under suitable conditions of
consensus times, the algorithm’s convergence rate is also given.
Then, by using mini-batch methods, the effect of privacy noise on
the algorithm’s performance is reduced, and better performance
than stochastic approximation-type distributed algorithms is ob-
tained. Under appropriate assumptions, the algorithm can achieve
exponential convergence and (¢, §)-differential privacy. Finally, a
simulation example is provided to verify the effectiveness of the
algorithms.

Note that the attackers of this paper are passive. Ensuring
that the algorithm performs well when active attackers exist is
a challenging topic. Future work shall introduce a novel strat-
egy that combines differential privacy methods and homomor-
phic encryption techniques. In addition, coupling constraints are
of fundamental importance in technical applications, such as
electricity markets or road networks. Hence, privacy-preserving
distributed algorithms for stochastic aggregative games with cou-
pling constraints are also an interesting topic, which deserves to
be studied.
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