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This paper investigates the differential private algorithm for the average output consensus control
of continuous-time heterogeneous systems. A distributed hybrid controller is designed where agents
exchange information at discrete time instants. The proposed controller protects the individual privacy
by imposing random noises upon the interactive information. Based on the stochastic approximation
method, we employ a series of time-varying control gains to relax the existing mechanisms which
require the privacy noises to be exponentially decaying with time. Using non-decaying privacy noises,
the delivered information can keep random with an invariant variance, and the real information cannot
be directly exposed to the eavesdropper along with time. We further develop a method to design the
control gain such that the heterogeneous systems can achieve asymptotically unbiased output average
consensus with the desired accuracy and meet the predefined differential privacy index. Finally, a
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numerical example is provided to demonstrate the effectiveness of the theoretical results.
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1. Introduction

Distributed cooperative control of multi-agent systems (MAS)
is of great significance as it is widely used in many real applica-
tions, such as energy management (Zhang & Chow, 2012), data
fusion and falsification (Kailkhura, Brahma, & Varshney, 2017),
distributed Kalman filter (Li, Wei, Han, & Liu, 2016), etc. Among
others, average consensus control of MAS is a fundamental prob-
lem, where it supposes that agents can converge to the average
of their initial states via a communication network. So far, a
number of works have been developed on the average consensus
control of MAS (Olfati-Saber & Murray, 2004; Pasqualetti, Borra,
& Bullo, 2014; Zhao, Liu, Li, & Duan, 2017; Zhu & Martinez,
2010), including continuous-time MAS and discrete-time MAS.
However, with the increasing need of security and reliability,
privacy-preservation of individual dataset is required in many
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application sceneries (Li, Ma, & Fu, 2015; Ren, Xu, Yang, & Yang,
2019). For example, in a social network (Amelkin, Bullo, & Singh,
2017), people interact with their neighbors and evaluate their
opinions by comparison with the opinions of others, but ex-
changing opinions probably reveals individual privacy. Another
example is the cooperative guidance system (Kang, Wang, Li,
Shan, & Petersen, 2018), where information interactions may
expose the locations of missiles, as well as, the launch stations.
It naturally arises a problem that how to achieve average con-
sensus while protecting the information of each agent from being
detected by a third malicious party.

To address the problem, one solution is encrypting the in-
teractive information, with approaches like homomorphic en-
cryption (Ruan, Gao, & Wang, 2019). However, cryptographic
techniques are often computationally expensive, especially when
the calculation resource of each agent is limited. An alternative
solution is imposing randomness upon the information (Fung,
Wang, Chen, & Yu, 2010). Recently, differential privacy techniques
have been widely considered on the publishing data in many
technology companies, such as Google and Apple. Based on the
original definition given by Dwork (2006), e-differential privacy
has been extended to multi-agent scenario, including protecting
the initial states of agents in consensus problem (Huang, Mitra,
& Dullerud, 2012) and protecting the global state trajectories in
Kalman filter (Le Ny & Mohammady, 2018; Le Ny & Pappas, 2014).
From a systems and control perspective, Cortés, et al. (2016)


https://doi.org/10.1016/j.automatica.2020.109283
http://www.elsevier.com/locate/automatica
http://www.elsevier.com/locate/automatica
http://crossmark.crossref.org/dialog/?doi=10.1016/j.automatica.2020.109283&domain=pdf
mailto:xkliuhust@hotmail.com
mailto:jif@iss.ac.cn
mailto:jimin.wang@amss.ac.cn
https://doi.org/10.1016/j.automatica.2020.109283

X.-K. Liu, J.-F. Zhang and J. Wang

gave a tutorial and comprehensive framework of differential
privacy analysis on dynamical systems. By adding uncorrelated
noises on information, Nozari, Tallapragada, and Cortés (2017)
designed a differentially private consensus algorithm for single-
order discrete-time multi-agent systems, where agents achieved
unbiased convergence to the average almost surely. Wang, Huang,
Mitra, and Dullerud (2017) designed an e-differentially private
consensus algorithm for linear discrete-time coupled dynamic
systems. Fiore and Russo (2019) combined differential privacy
and resilient consensus algorithm in a multi-agent system over
a directed communication topology. Gao, Deng, and Ren (2019)
proposed an event-triggered scheme to reduce the control up-
dates while also keeping the algorithm to be e-differentially
private. By adding correlated noises on interaction information,
accurate consensus can be achieved (He, Cai, Cheng, Pan & Shi,
2019; He, Cai, Zhao, Cheng & Guan, 2019; Mo & Murray, 2017)
while protecting the initial states from neighboring agents. How-
ever, if the eavesdropper can obtain all the information received
and delivered by node i, then the initial state of this agent
can be estimated by an iterative observer under the correlated
noises mechanism. Overall, the above literature has two common
grounds: (1) all the algorithms are designed for discrete-time
multi-agent systems; (2) in order to guarantee the convergence
and satisfy the differential privacy index, the privacy noise is
required to decay exponentially with time. Many practical plants
reveal continuous-time dynamics and it is often the case that
they are inherently heterogeneous with different dimensions
and dynamics. (Chen & Chen, 2017; Lewis, Cui, Ma, Song, &
Zhao, 2016; Su & Huang, 2012; Wang, Liu, Xiao, & Shen, 2018).
In addition, decaying noises potentially expose the trajectory
of state. These factors motivate us to investigate the privacy-
preserving algorithm of continuous-time heterogeneous MAS and
relax limitation of using exponentially decaying privacy noises.

In this paper, we design a distributed hybrid dynamic feedback
controller based on the hierarchical control framework, where the
upper layer aims to achieve consensus of reference states and
the lower layer drives the agent to track its reference. Specifi-
cally, each agent imposes a Laplace noise on local reference state
and then transmits it to neighbors at discrete-time instants. The
added noises are i.i.d. with a bounded variance. If the control
gain By satisfies the stochastic approximation condition, namely,
Y reoBe = 00, > poy Bt < oo and other gain matrices are
in certain forms, then the heterogeneous multi-agent systems
(HMAS) can achieve asymptotically unbiased mean square output
average consensus. In summary, the contributions of this paper
are threefold:

(1) Compared with existing literature that focuses on discrete-
time systems, we develop a differentially private consen-
sus algorithm for continuous-time HMAS. By introducing a
discrete-time interaction scheme, we design a distributed
hybrid dynamic feedback controller, which receives
discrete-time information from neighbors and enables the
privacy analysis for continuous-time HMAS by the existing
tools and techniques on discrete-time systems;

(2) The privacy noises in existing literature are required to
decay exponentially with time. Based on the stochastic ap-
proximation method, we employ a time-varying control gain
to relax this limitation. Moreover, the adding non-decaying
noises also avoid directly exposing the information of refer-
ence state;

(3) Compared to the existing works on consensus of MAS with
communication noises (Li & Zhang, 2010), we present a
guideline on how to design the time-varying control gain
such that HMAS can achieve asymptotically unbiased out-
put average consensus with the desired accuracy and the
predefined differential privacy index.
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This paper is organized as follows. Preliminaries and the problem
statement are given in Section 2. Distributed differentially private
algorithm with convergence and privacy analysis is presented in
Section 3. The numerical examples are given in Section 4 and the
conclusions are drawn in Section 5.

Notation. Denote R, R. as the set of the real number and
positive real number, respectively. Denote R"™ ™ as the set of
n x m real matrix. I, represents n x n identity matrix and 1, is an
n-dimension column vector with all elements being 1. The nota-
tion ® stands for Kronecker product. The notation col(x1, ..., Xy)
stands for a column vector by stacking them together. The nota-
tion diag(b, ..., by) denotes the diagonal matrix with diagonal
elements being by, ..., by. The notation || - || is the 2-norm for a
vector or a matrix. For a matrix A, denote H(A) = ATA, and the
notation p(A) is the spectral radius of A. For a random variable
X € R, E[X] and Var(X) denotes the expectation and variance of
X. For a random vector Y € R", the notation cov(Y) denotes the
covariance matrix of Y. Lap(u, b) denotes the Laplace distribution.
rx) = f0+°° t*~le~tdt is the gamma function and I'(x,z) =
f;roo t*~le~tdt is the upper incomplete gamma function.

2. Preliminaries
2.1. Graph theory

Denote G = (V, &, A) as a directed graph with a set of nodes
Vv = {1,2,...,N}, a set of edges £ € V x V and a weighted
adjacency matrix A = (ay),,, .- Node i represents the ith system
and an edge e;; in graph is denoted by the ordered pair nodes {j, i}.
{j,i} € ¢ if and only if node i can obtain the information from
node j. A path in graph G is an ordered sequence v, vy, ..., v of
nodes such that any ordered pair of vertices appearing consecu-
tively in the sequence is an edge of the graph, i.e., (v;, viz1), for
any i = 1,2,...,k — 1. For the adjacency matrix A4, a; > 0 if
{i, i} € &, and a; = 0 otherwise. We assume there is no self-loop
in the graph g, i.e, a; = 0. Define N; = {jla; > 0} as the set of
agent i’s neighbors. The Laplacian matrix £ = (lj)vxn of graph
G is defined as Iy = —ay if i # j, otherwise I = Z;{V:Lk# Qi
Denote A" = } ;aj and A = ) .a; as in-degree and out-
degree of node i in the directed graph . A digraph is balanced if
A" = A = A for Vi € V. For a balanced digraph, we define the
greatest degree and the smallest degree as Ap.x = max{A4;,i €
V}and Anin = min{A;,i € V}.

2.2. Problem statement

Consider a set of N continuous-time heterogeneous linear
systems coupled by a communication graph G. The dynamics of
the ith system is described by

{ xi(t) = Axi(t) + Biuy(t),
yi(t) = Gxi(t),

where A; € R"*" B, € R%i (; € RP*" are matrices in
appropriate dimensions, x; € R" is the system state, y; € RP

and u; € R’ are measurement output and control input of the
ith system.

(1)

Definition 2.1. Heterogeneous systems (1) are said to achieve
the average output consensus if for any i € V, it holds that

limkaoo‘)/i(k) = ﬁ Ziev yl(o)

For the above coupled dynamical systems, we need following
assumptions.

Assumption 2.1. (A;, B;) is stabilizable.
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Fig. 1. Hierarchical control framework for HMAS.

Assumption 2.2. For any i € V, there exists a solution (IT;, U;)
of the following matrix equation

{ 0 =Ai17i+BiUi, @)
Gl = Iyyp.
Assumption 2.3. The digraph G is balanced and strongly con-
nected.

Remark 2.1. Under Assumption 2.1, there exists a matrix K; such
that A; + B;K; is Hurwitz. The matrix equation (2) in Assump-
tion 2.1 is a typical linear output regulation equation (Su & Huang,
2012). Note that there exists a solution for the matrix equation (2)
if and only if

A B | _
rank|:ci 0]_n,+p.

Assumption 2.3 describes the connectivity of a digraph and is
standard in the average consensus (Olfati-Saber & Murray, 2004).
Under Assumption 2.3, we have l,TVL = 0 and all the eigenvalues

- T .
of £ £ £££- are nonnegative.

To achieve average output consensus of heterogeneous sys-
tems (1), generally, we can design a dynamic feedback controller

E()=8)_ (51 — &),
JEN; (3)
u;(t) = Kyxi(t) + Ky&i(t),

where &(t) € RP is the reference state with the initial value
&(0) = yi(0), Ky; € R, Ky; € R'"*P are gain matrices, and 8
is the control parameter.

Remark 2.2. The above controller (3) directly results from Su and
Huang (2012) and facilitates average output consensus of HMAS.
However, the controller transmits a continuous-time signal, say
&(t). For each agent, delivering {&(t)|t € Rso} is very likely to
expose its privacy, including the reference trajectory &;(t) and the
initial position y;(0).

Considering that the existing privacy analysis tools are fea-
sible for discrete-time sequences, we introduce a discrete-time
interaction scheme and noise generators to deal with continuous-
time dynamical systems, as shown in Fig. 1. HMAS only inter-
acts the information at discrete-time instants, denoted as 7; =
{to, t1,t2, ..., ty, ...} with tp = 0 and tyy1 — & = hgx > hnin,
where hyi, > 0 is the lower bound of time interval between two
adjacent information interactions. In the hierarchical framework,
each agent is allowed to transmit data via the communication
network only at discrete time instants 7;. With the penetration
of noise generators, the original coupled system turns to be a
stochastic coupled system. Below we introduce the definition of
asymptotically unbiased mean square output average consensus
and e-DP for the distributed controller of continuous-time HMAS.

Automatica 122 (2020) 109283

Definition 2.2. For s € [0,1] and r € Rsg, heterogeneous
systems (1) are said to achieve asymptotically unbiased mean
square output average consensus with (s, r)-accuracy, if for any
given y(0) € R"P, there is a random vector y*, such that E [y*] =
&+ Y 3i(0), llcov(y*)]| is bounded, lim; o ELlyi(t) — y*I2] = 0

T
for i € v, and P{fly* — LDy > g g

We suppose that the eavesdropper has access to all the inter-
action information through the communication network. Denote
M(-) as a stochastic map from a private dataset D to an ob-
servation O. In this paper, we focus on protecting the privacy
information of initial states against an external eavesdropper.
Thus, the private dataset is D = {y;(0), i € V}, and the observation
setis O = {¢i(tx),i € V,k=0,1,...,T — 1}. Then, e-differential
privacy for the private dataset is introduced.

Definition 2.3 (Cortés, et al., 2016). Given a time horizon T > 0
and a parameter ¢ > 0, a randomized mechanism M : D — O
is said to be e-differentially private up to time T — 1, if for any
subset © € RPN and any two datasets D and D', it holds that

P[M(D) € 0] < e hp (D) € O]. (4)

We call a mechanism M is e-differentially private over the
infinite time horizon if (4) holds for T — oo. Overall, given
a pre-desired privacy index €* and a pair of accuracy indexes
(s*, r*), the objective of this paper is to design a distributed pro-
tocol u;(t) and noise generators over the discrete-time sequence
Ts such that HMAS can achieve asymptotically unbiased mean
square output average consensus with (s*, r*)-accuracy and keep
e*-differentially private over the infinite time horizon.

3. Differentially private consensus
3.1. Hybrid controller design

The distributed hybrid controller u;(t) is designed as

ui(t) = Kyjxi(t) + Kz&i(t),
&(t)=0, fort e (t tisr)
(5)

E(t) = E(60) + B ) (#(6) — &)  k € Neg

JEN;

with the noise generator as

@ity ) = &t ) + it ), )
nj_l(fk_) ~ Lap(O, b), le {1, 2,... ,p}, k e N.g

where Sy is a positive time-varying control gain; Ky; = U; — Ky;IT;
with U; and [7; satisfying (2); &(t) is the reference state with
£(0) = yi(0), and note that &(t) is right continuous at time ty,
thus lim[_)t}j &(t) = &(t); mi(t,) € RP,i e V is a random
vector with each entry to be i.i.d. Laplace distribution, of which
the covariance matrix is 2b21p. For Vi,j € v, i # j, ni(t,) and
n;(t, ) are mutually independent. Define the o-algebra ]-_‘,? =
o{n(ty), n(ty ), ..., n(t, )} where n(t) = col(m(t), naf(t), ...,
nn(t)), and we have that {n(t, ), ﬁ,?, k € N.g} is a martingale
difference sequences and o> £ supyy_, E [[In(t; )I|I*] < oo.

Remark 3.1. The privacy noise used in this paper always keeps
random with the covariance matrix 2b?l,, which is not required
to decay to zero as in the existing literature. This results in the
information of reference state not being directly inferred with
time. Another point worth noting is that we use a time-varying
control gain By, which makes the controller more flexible than
that with a constant.
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Denote A = diag(Ay,...,Ay), B = diag(By,...,By), K1 =
diag(Kn, PN K”\L)' 7 = diag(l‘h, PN HN), U = diag(U1, e
Uy), and define &(t) = &(t) — § D &(t), xa(t) = x(t) — [Ti&i(t),
& =col(&y, ..., &), and x, = col(X.1, ..., X ). Then, substituting
(5) and (6) to the dynamics (1) yields: .

For t € (t, tk+1), Kk € Nsg, we have E(t) =
Assumption 2.2 and Ky; = U; — Ky;IT;, it holds that
Xo(t) = X(t) — ITE(t) = Ax(t) + Bu(t) + 0

= (A+ BK )X(£) + B(U — K IT)E(t)
= (A + BKy)x:(t) + [(A+ BK{)IT + B(U — K1IT)]&(t)

= (A + BK{ xc(t). (7)

0. Under

For t = t, k € N.(, we have
E(t) = [(In = Bio1£) ® L] £(67) + Broa (A @ Ip)n ().
Then, defining | = Iy — 117 /N yields
Et) = (®1,)§(t)
= [0 = B L) ® L] 5t ) + B UA @ L)t ), 8)
and
Xe(te) =x(t) — I1&(tk)
=x(t; ) — T {[(Un — B1£) @ | E(t) + Bro1(A @ L)n(t )}
=Xc(t ) + M Broa(£ @ [)E( ) — Bror TTA® Lp)n(t ). (9)

Note that the last equation of (9) holds because (L®I,)J ® I,) =
(£ ® Ip) and §(tk_) = (J ® I,)&(t, ). Therefore, the closed-loop
system with respect to §(t) and x.(t) can be represented in a
compact form as

E(t)=0, fort e (t. tis1)
E(t) = [Un — Bore — 11T /N) ® I, ] E(8)

+ [(Bei-JA) @ L] n(ty ). k € Nog
X(t) = (A+ BKy X (t), for t € (ty, tig1)

xe(t) = xc(ty ) + B T (L®IE(Ly,)
— B (A ® L)n(ty ), k € Noo.

Denoting A=A+ BKj, it follows from (10) that é}(tk_H) = £(t,),
Xe(tiq) = eMexc(ty.), and

E(tien) = [ — Bt — 11T /N) ® ] §(t1)
+[(BJA) ® ] n(tc,1)
Xeltiyr) = EMxe(6) + BlT(L ® I)E (k)
— BlI(A® Ip)r)(tl(_+1), k e Nxo.
Note that if setting By to be constant as in existing liter-
ature, the above closed-loop system cannot achieve asymptot-
ically unbiased convergence. This is because the influence of
privacy noises (6) will not vanish to zero. To this end, we apply

the stochastic approximation method to design a time-varying
control gain and then give convergence and privacy analysis.

(11)

3.2, Convergence analysis

In this subsection, we first prove the output of each heteroge-
neous system converges to the average of inner controller states
in mean square. Then, we further prove that HMAS can achieve
asymptotically unbiased mean square output average consensus.

Lemma 3.1 (Polyak, 1987). Let {u(k),k = 0,1,...}, {a(k), k =
0,1,...} and {q(k), k = 0, 1, ...} be real sequences, satisfying 0 <
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qk)<1,ak)>0k=0,1,... Z;‘;o q(k) = oo, a(k)/q(k) — O,
k — oo, and

u(k + 1) = (1 — q(k))u(k) + a(k).

Then lim sup,_, o, u(k) < 0. In particular, if u(k) > 0, k=0,1, ...,
then u(k) — 0, k — oo.

Theorem 3.1.  Apply the distributed hybrid controller (5) and
noise generator (6) to heterogeneous multi-agent systems (1). If
Assumptions 2.1-2.3 hold and A; + BiKy; is Hurwitz, Zﬁio Br = 00,
Y oo BE < oo, then
2

=0. (12)

1
[ll)l‘l;lo]E ‘y(t) — N(1N1L ® Ip)s(t)

Proof. Defining V;(k) = &7(t,)&(ty) and Va(k) = x!(txc(tx), it
takes from (11) that
Vi(k+ 1) = &7 (fi1)E (tis)
=E"(t) [ — BlL" + £)+ B L' L) ® I, E(t)
+ 287(0) [y — Bie — 1T /N) @ 1] [(BJA) ® L] nltcy)
+ B () [(ATTTTA) ® I n(tic, ).
and
Va(k + 1) = x!(tk 1)t 1)
= xL (M x () + BZET (M (IT(L ® 1)) E(t)
+ Bin" (g I (TA® 1)) n(te,)
= 2 (00 [ (A ® 1) (i)
+ 2B (00 [ 11 @ )] E(e)
— 2B2ET () [(£" @ )T IT(A ® I)] n(te)-

Define o-algebra 7, = o {&(to). n(ty), n(ty ), -, (6}, and we

have £(t;) € J—‘,f from (10). By &(tx) = (J ® Ip)&(t), it holds
that §(tk) € ]—‘,:’. Thus, &(t;) and n(t,,,) are independent. Taking
conditional expectation with respect to F, at both sides of the
above equations yields that

E[Vitk+ DIF] < (1= 2Bra(L) + BEILI) ET(6)E (k)

(13)

(14)

+BLUAIPE [0 (6 (e, )17 - (15)
Similarly, x.(tx) € ', and there exists v > 0 such that
E [Valk + DIF] < (14 v)lle™ 12 (60xe(6)
+<1 + %) 2L ® 1)1 (t)E(t)
+BLIAIPITIPE [In(te DIP1F] - (16)

Define a Lyapunov candidate V = V; + V,, then
E[E[V(k+ 1)7]]
_ 1
5(1 — 2Bha(L) + B7 (nz:u2 + (1 + 5) Iz Ip)||2>> E [V4(K)]

1+ )M 2R [Va(k)] + BEUAIR + LA 1T 11%)ory

Note that by the law of total
E[E[V(k+ DIF]] =E[V(k+ 1)), and

E[E [IIn(te DIP1IF]] = E[lIn(tg)I?] < 0 < oo.

Since Y oo, B2 < oo, we have limy_o B = 0. As A = A+ BK;
is Hurwitz, there exists v such that [[e*]? < |efmin|?2 <

expectation, we have
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1=2B2(£) +ﬂk(\|£\|2+(1+ IA(LRI)I1%)

, where hp,, is the lower bound
of intervals between two adjacent interactions. Hence,

E[V(k+ D] < (1—2Bka(L) + BiS) E[V(K)]
+BL AP + IAIPIT)o). (17)
where S = [I£]? + (14 1) I1T(£ ® )% Then there exists M

: A(£)
such that gy < min [ ET e kz(ﬁ } for all k > M,

which holds for
_ 1
0 <1-2B(L)+ Bp (ucnz + (1 + ;) 1T ® Ip)llz) <1
BICI? +(1+ DiT(c®

It also follows that 3~
> Y o Biha(L) =

fim Be(WAN + IAIPIT11%)o} _

k=00 2Biha(L) — BEILI? 4+ (1 + DL @ I)]1?)

Therefore, by Lemma 3.1, we have limy_, o, E[V(k)] = 0, which

implies that llmk_)C>o E[Vi(k)] = 0 and limy_. E[V2(k)] = O.

Then, lim,_,», E[7()E(t)] = 0, lim,_ » E[x (t)x:(t)] = 0. Since
CIT = Inp, we have

2Bira(L) —
oo and

2
lim E

t—o00

1
’y(t) - N(mﬁ ® I,)&(t)
CITE(t) + (J ® I)E(T))]

< lim E [# (Cx(t) —
< lim E[2(CxT(£))Cxc(6)] + Jim E[2ET(t)E(t)] =0

T t—o0

This completes the proof. O

Remark 3.2. Theorem 3.1 shows that the output state of each
heterogeneous systems converges to the average of reference
states in mean square. Note that A;+B;Kj; is Hurwitz, and it is easy
to design Ky; by the pole-placement method or solving a Riccati
equation A/P; + PA; — PiBiB/P; + Qi = 0 with Q; as a positive
definite matrix, and then we can design Ky; = —BTP, In addition,
we can set By = (,{Jra W with a;,a;, > 0 and « € (0.5, 1], such

that ) .2 B =00 and ) o, BE < .

Remark 3.3. Theorem 3.1 also holds for the decaying noises, as
in Nozari et al. (2017), in form of

{ oty ) =&t )+ Tli(fk_)

mii(ty ) ~ Lap(0, cig¥), 1€ {1,2, . (18)

.,ph ke Ny

where 7;(t,) and »n;(t, ) are mutually independent with ¢; >
0,0 < g < 1. This is because, under the decaying noises
(18), it still holds that {n(t, ), ﬁ,f,k € N.o} is a martingale
difference sequence and o £ supycy_, E [[ln(t; )] is bounded,
which implies that (17) holds. Therefore, in aid of the stochastic
approximation method, we relax the selection of privacy noises in
existing literature. However, it rises another problem that how to
design By to satisfy the requirements on accuracy and e*-differ-
ential privacy. This issue will be addressed in the following.

Theorem 3.2. Apply the distributed hybrid controller (5) and
noise generator (6) to heterogeneous multi-agent systems (1). If
Assumptions 2.1-2.3 hold and A; 4+ BiKy; is Hurwitz, Z;Zio Br = o0
Seeo B2 < oo, then limioo E [lyi(t) — y*II* = O, where y* is a
random vector, satisfying Ely*] = %“:Tv ® Ip)y(to) and cov[y*] =

2b2 Zfio ﬂjz ZIGV NIZI

Proof. Because the graph is balanced and strongly connected, we
have 1,(,/: = 0. According to the updating of £(t;) in (5), we can
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obtain that

(1 ® Ip)E() = (I — Bir£) ® L)E(E,)

+ Bt (A ® I)n(ty)

= (15 ® )E) + B (IR A R L)n(ty)
= (15 ® [p)&(t1) + Beo1(ILA ® Ip)n(ty).

By taking iterations, we have

> " &(to) +Zﬂj

iey

(1y ® L)) = 1WA ® I)n(t;),

which immediately follows that

E(6) =) Elto)+ Y Y A1 dunlt)).

iev j=1 iev

: T
im 1} o1

By Theorem 3.1, we have
2

1
—(1y ® I)E(t)

lim E H yi(t N

t—o00

-y Hz =< lim E HYi(t) -
—00
2

: 1 T *
+ tllgloEHN(IN ®Ip)g(t)_y =0,

with y* = & 3", &to) + 3 2721 Diey Bi-1Aimi(t]”). By the fact
that n;(t, ), i€ V, ke Ny are11d

Zgl to) + ZZ,BJ 17711'1

iey ] 0 iey
1 1
=5 Z&(to) =3 Zyi(tox (19)
ey ey
and
2 2
cov ( Z Z I,. (20)

j=0 iev
Because Z —0 /32 < 09, |[cov (¥*) || is bounded. O
The following theorem provides a way to design control pa-
rameter to ensure the (s*, r*)-accuracy.

Theorem 3.3. Suppose Assumptions 2.1-2.3 hold. Apply the dis-
tributed hybrid controller (5) with the nozse generator (6). Given a
pair of parameters (s*, r*), if set B = (k+a o € (0.5,1], a; > 0O,
a, > 0, and A; + B; K], is Hurwitz such that
a2a—2a+l a] sﬁ(r*)z
< 2
2 2pb? ) iy N

—L , 21
20— 1 a2 21
—Ely* ]l <r*}>1-—5s%

then P {||y*

Proof. By the multidimensional Chebyshev’s inequality, we have

Pl — B D (conty ) 0" By D < e} = 1- .
Taking (20) into the above inequality yields
P{||y*—ELv*J||<M}z1—§ (22)

where « = 2b? ) 22 Bt ZIEV - Letr = J/ek, then e = ' and
thus

Py — Bl <r}=1- 5. (23)

Therefore, heterogeneous systems achieve asymptotically unbi-

ased mean square output average consensus with (s, r)-accuracy,
A2

2pb 2 i
where s = = 3% 823", o
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Clearly, as long as

Zﬂ 7)2
k = AZ’

k=0 2pb? Y iy, =

it ensures the (s*, r*)-accuracy. By the fact that the function
fx) = (XH @ with @ € (0.5,1], a; > 0, a > 0, is a strictly
decreasmg %unctlon for x > 0. Then, for k € N.g, we have

((k+a2 ) <[, ( xfaz)a) dx and thus

x© a2 o a 2
2 _ 1 1
;ﬂk - a%a +Z<(k+a2)a>

k=1

2 o] 2
o / (ai) dx
as o \(x+a)

- L2a
1(" + az)—2a+1 oo a%
- —2a +1 0 %‘)‘
aZa2—2a+l a% s*(r*)z (24)
=0 2a+1 @ o a7

2 2pb2 Ziev 1\712
This completes the proof. O

Under the non-decaying noises, the proposed controller can
ensure the predefined accuracy by selecting a proper control
gains B,k € Nso. Besides, we can enhance the accuracy by
minifying the term ) .~ B7.

3.3. Privacy analysis

In this subsection, we will show our algorithms are e-
differentially private on the dataset D = {y;(0),i € V}. For
focusing on privacy analysis, we introduce an assumption on
control parameters such that heterogeneous multi-agent systems
can achieve asymptotically unbiased mean square output average
consensus.

Assumption 3.1. Assume Y o Bk = 00, Y pog BE < 00, B <
ﬁ and A; + BiK;, i € V is Hurwitz.

Remark 3.4. In Assumption 3.1, besides the basic convergence
condition derived in Theorem 3.2, we need B, < m to ensure
that the trajectories of inner controller states converge from the

beginning.

Before giving the privacy analysis, let us introduce the defi-
nition of sensitivity. For a private dataset D and an observation
0 = {¢ilt, )i € v}Ll, there exist a determinate sequence of
noises {n;(t, ),i € V}L] and a determinate trajectory p(D, O) =
{&iD‘O(tk’), i € V}I_,. Based on the sensitivity defined by Cortés,
et al. (2016), the sensitivity of the interaction information at
discrete-time instants in this paper is defined as follows.

Definition 3.1. The sensitivity of a randomized mechanism M at
time t; > 0 is
D, 0)t, )— p(D', 0)t,
St = sup llo(D, O)¢, ) pf Nt )||1. (25)
D.D'eD.0cO ID—D'|l1
Sensitivity is a measure of the difference of two observed
trajectories induced by changing the private dataset.

Theorem 3.4. Suppose Assumptions 2.1-2.3 and 3.1 hold. Applying
the distributed controller (5) and noise generator (6) yields

k=1

= “( ~ BiAmin), k=2 )
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where Api is the minimum degree of the graph.

Proof. Assume a pair of private datasets D = {y;(tp),i € V}
and D' = {yi(to),i € V}, and a set of observation O. Denote
P = {p(D,0) : O € O} and P’ {p(D',0) : O € O}
as the set of possible trajectories under the controller (5) w.r.t.
D and D' in the observation set O. The trajectories subject to
the probability density functions f(D, p(D, 0)) and f(D’, p(D’, 0)),
respectively. Based on the controller (5), because the observations
0 = {¢j(t; ),j € v} for D and D’ are the same, it has

0t ) = §7°0) = (1= Bea ADEP (6 + Bier Y (8D,

JjeN;

and it is similar for D’ such that

7%t ) = &0 = (1= Bior 407 °(60) + Bt Y (87
JeN;
Therefore,
&7 (te) — &)
= 7%t — £t
= (1- 1) (8760 - £7°)
k—1
= [10 = Ao (&%) - €7°(t0) (27)
=0
Defining 7 = {1, 2, ..., p}, it follows that for k = 1,
lp(D, oxt;) — (D/ oxr;)n]
£°(to)|
ey jeJg
ZZ|y,] tO —JYij t0)|
i€y jeJg
= ID—D'ly < S(t)ID —D'ls, (28)
and for k > 2, it has
(D, 0)(te ) — p(D, )(t,:)||1
=23 [eh - €2%w)|
i€V jeJg
k—2 '
=33 (]‘[(1 - M)) 677 %(t0) — €7 %(to)
i€V jeJ =|
(HU — BiAmin ) %to) — (fo)‘
i€V jeJ
( [Ja- ﬂ,Amin)) ID—D'll4
S(t)IID — D'l (29)

Thus, S(t;) = 1 and S(t;) =
completes the proof. O

2(1 — BiAmin) for k > 2. This

Then, it is ready to calculate the differential privacy index ¢ of
the proposed algorithm.

Theorem 3.5. Suppose Assumptions 2.1-2.3 and 3.1 hold. The dis-

tributed controller (5) with the noise generator (6) is e-differentially

private for heterogeneous systems (1) over time horizon T with
ZL] S(te)

€ === (30)
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Proof. Recall that P = {p(D,0) : O € 0} and P’ = {p(D’, 0) :
O € O} are the set of possible trajectories under the controller
(5) wr.t. D and D’ in the observation set O, and the trajecto-
ries subject to the probability density functions f(D, po(D, 0)) and
f(D', p(D’, 0)), respectively. Then, it can be obtained that

PM(D) € 0] Jyp.0pepf (D p(D, 0)) dr
PIM(D) € O [ oo f (D', p(D', 0)) dt””

Denoting 7 = {1,2,...,T} and W =V x J x T, the probability
density functions f(D, p(D, O)) over time horizon T are

fD,p(D,0) =[] fD,pD,0)t;))

ieV, keT

e exp(_|p(D,0)f,j<r,L)—¢i,,~(rk)|>. 1)
(i.j,k)ew

As they have the same observation over time horizon T, there
exists a bijection g(-) : P — P/, such that for any pair of
p(D,0) € P and p(D', 0) € P, it has g(p(D, 0)) = p(D', 0). By
the rationale of ¢;(t, ) = &(t, ) + n(t, ), ni(t,) ~ Lap(0, bl,) and
the observations O = {¢;(t; ), ¢i(t; ), ..., ¢i(t; )}, then combining

(31) yields
PIMD) € 0] Jyp.operS (D p(D,0)) dr
PIM(D) €Ol [y ,oper f O+ &(p(D, 0)) de

_ fp(D,O)ePf (D, p(D, 0))dr
- fp(D,O)ePf (D', g(p(D, 0))) dr

_ [ e (_ |p(D. O)i,j(r? -

(ij.k)ew

¢i.j(t1:)|

n |o(D', 0)ij(ty ) — ¢i,j(tk)|)
b

i (tk )— &)
J J
= [] e ; . (32)
(i,j,k)ew
Combining (29) and (32), it has
P[M(D) € O]
PM(D') € O]
ZkeT Zzev ZJEJ k ) SID] O(tk )‘
= exp b

(14 Sy TS = BilNilin)) 1D = D'l

b

< exp (Zk bIID Dflll) (33)

re S(te)
b=l

< exp

Hence, we can obtain that € = O

Remark 3.5. Theorem 3.5 reveals that the differential privacy
coefficient € can be described by the sum of sensitivity. According
0 (26), greater {f} gives a smaller S(t;), which further leads to
a smaller € and a better protection. Similarly, if we select privacy
noises with a greater parameter b, then ¢ becomes smaller and
thus the preservation is stronger.

In the following, we focus on how to design the time-varying
gain to satisfy the predefined ¢*-differential privacy over the
infinite time horizon.
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Theorem 3.6. Suppose the same assumptions in Theorem 3.5 hold.
Apply the distributed hybrid controller (5) with the noise generator
(6). Given a parameter €* and set B = W' a € (0.5, 1),
a; > 0, ay > 0, then the controller ensures €*-di erentlally private

over the infinite time horizon if

-1 4
1 Yy a;al 1 aid)
-+ Lexp <¥> r <f7 Q) <e* (34)
b b 14 VA%

where y = 1 — « and I'(-,
function.

-) is the upper incomplete gamma

Proof. Based on the results in Theorems 3.4 and 3.5, under the
controller (5), taking By = m into Eq. (26) yields
, k=1
S(te) = { M2 -
Taking logarithm on both sides, we have
0, k=1
o In(1

(l+a2) ), k= 2.

In(S(t)) = { =

— 4
(Hap)* 72

Let us focus on the case when k > 2. By Assumption 3.1,
BrAmax < 1 implies that —= = BrAmin < 1. Then, due to
the fact that In(1 + x) < x holcfs for any x > —1, we have

k-2

ap
In(S() < = Y
; (14 ay)

ax+1 k+a;—1
aq ap
= —/ —dx- f —dx
ay x* k+ay—2 x*
k+ay—1 1—-a | k+ay—1
aq a1x +az
S _/ T{dx - —
a X 1—ola

Therefore, denoting y = 1 — «, for k > 2, it has

S(tx) < exp <—1Ci7a ((k +a— 1 af“’))

Y
< ex p<aa )e p(—ﬂ(k+a2—1)y>. (35)
y y

We note that (35) shows an upper bound of S(t). It is ready
to calculate the sum of S(ty).

T T
TangO;S(tk) = S(ty) +T1L"2025“k)

V
<1 +exp< y ) lim Zexp <——(k+az — 1)y> (36)

Note that y € (0, 0.5), hence, for x > 0, the function f(x) =

exp (— %XV decreases as x increases. Denote T = ‘XV then

it has dr = a;x”~1dx, which follows dx = (%T)lTalldt =
_1

1-y
"(yt) v dr and

k=2
T k+ay—1
. 4,
< lim E exp| ——x" ) dx
T—oo =g Y ka2 Y

T+ay—1 a
< lim exp (——x") dx
14
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Fig. 2. The topology of communication graph.

aq v

_1 [ HTHae-1) 1=y
< lim q, ”/ exp (—1)(y7) 7 dt
v ©2
L (T+ay-1 -
exp(—t)t”r dr

a v
)

-1 1 ad)
saﬂyTyr<—,¥), (37)
y v
where I'(-,-) is the upper incomplete gamma function. Hence,
combining (36) and (37), it has
T
S(t
€ = lim 72":1 (t)
T—oo b

1 a?y% aal 1 ad)
<-4+ 10 —exp|—2 )| —%)<e.
b b 14 v v
This completes the proof. [

Remark 3.6. Theorem 3.6 gives an upper bound of differential
privacy coefficient ¢ when B, is designed in a certain form.
When the minimum degree of the graph is unknown. Based on
Theorem 3.6, if setting By = (kfﬁ under Assumption 3.1, then

=1 1 1-y
Y

T OAY ., Y y
€< 1+ % Amin? exp( D2 ) r (l e ) .
b b AminY 7 AminY

By (26), (30) and the above inequality, increasing a; has the same
effect as decreasing A, on both differential privacy coefficient
€ and the obtained boundary. Moreover, as we know, € increases
as Py decreases, namely, « increases (or a; decreases, or a,
increases). Similarly, the obtained boundary also increases as «
increases (or a; decreases, or a, increases).

Remark 3.7. Given the predefined indices (r*, s*)-accuracy and
e*-differential privacy. Based on Theorems 3.3 and 3.6, we can
a1

design the noise parameter b and the control gain 8, = o R

with a;,a; > 0 and « € (0.5, 1), such that (21) holds and

=1 1 1-y

Y Y — Y Y
T4 Amny ? exp( e )F (l 0% > <€
b b AminY Y AminY

In Theorem 3.3, we find that « € (0.5, 1] can guarantee the
convergence of algorithm. However, in Theorem 3.6, we require
o € (0.5, 1) to ensure the algorithm to be e-differentially private
over the infinite time horizon. This is because if « = 1 we have

limy_ o Y F_, S(t) = oo and thus € = Y0, 3% o0,

b
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Fig. 3. The trajectories of reference states, delivered states, and output states
under the proposed controller (5) with a time-varying control gain and
non-decaying noises (6).

4. Simulation

In this section, we consider ten heterogeneous continuous-
time multi-agent systems coupled by the communication graph
in Fig. 2. In this example, we aim to achieve consensus with
(s*, r*)-accuracy and e*-differential privacy, where s* = 0.35,
=4, and ¢* = 1.

The dynamics of each agent is

. 0 1 0
Xi(f)=< o e )Xi(f)-f-( by )Uf(f), (38)
yi=(1 0)x, ievi=(1,...,5}
( 0 1 0 ) 0
xi(t) = 0 0 1 xi(t) + 0 u;(t),
a e fi b; (39)
yi=(1 0 0)x, iewn=1{6...,10}
where fori € Vi, ¢ = —03 4+ 04 x%i, b; = —0.2 4+ 04 % i,

eg=—16+06=x*iandforieV,,aq;=13—-03%(i—5),b =
2.2—0.2%(i—5),6; = 3.4—0.4%(i—5), f = —0.1—0.3%(i—5). The
initial states are selected randomly on the interval [0, 90], where
the average of the initial outputs is calculated as y,y = 47.67.
We employ the proposed controller (5) and make a compari-
son between using non-decaying noises (6) with b = 4 and using
decaying noises (18) as in Nozari et al. (2017) with ¢; = 4q; =
0.95. Based on (2), for each agent, the solution (/7;, U;) can be pre-
sented as: fori € vy, IT; = [1,0]" and U; = —%; forie v, IT; =
[1,0,0]" and U; = —¢. Then, using pole-placement method,
we set K;; = [—128,—-45.5], Ki, = [—43.3,—16.2], K13 =
[-26.4,—-10.3], K4 = [-19.1,—-7.7], K15 = [—15.1,—6.4],
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Fig. 4. The trajectories of reference states, delivered states, and output states
under the proposed controller (5) with a constant control gain and decaying
noises (18) (Nozari et al., 2017).
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Fig. 5. The boundary of differential privacy coefficient ¢ with respect to the
parameter set («, daq, ;) under the privacy noise (6) with b = 4.

Kis = [—66.8,—40.5,—-7.75], K17 = [—74.1,—44.8,—-8.8],
Kig = [-83.1,-50.1, —10], K19 = [-94.9, —57,—11.7], and
Ki10y = [—110, —66.2, —13.9], such that all the poles of A;+B;Kj;
are less than —5. Based on the theoretical results, the impulsive
intervals are set as hy = 0.1s. For the case of non-decaying noises,
the control gain is set as By = 1/(k + 3)°7>. For the case of
decaying noises, as in Nozari et al. (2017), we set the control
gain a constant, say B, = B = 0.2. The results are shown in
Figs. 3 and 4, respectively, where trajectories of &£(t), ¢(t), and
y(t) are displayed. It is observed that the delivered information
¢i(t) keeps random under non-decaying noises. Fig. 5 reveals the
relation between the privacy index ¢ and the control parameter
set (aj, az, «) in form of B, = (kfﬁ It is observed that €
increases as a, or « increases, and € decreases as a; increases.
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5. Conclusion

In this paper, we have developed a differentially private con-
sensus algorithm for the average output consensus problem of
continuous-time heterogeneous systems. The proposed algorithm
has achieved asymptotically unbiased mean square output aver-
age consensus and at the same time protected the initial privacy
of each agent. We have relaxed the selection of privacy noises in
the existing mechanisms by using the stochastic approximation
method, such that the privacy noises are no longer required to
decay exponentially with time. Furthermore, we have developed
a method to design the time-varying control gain to guaran-
tee the desired accuracy and differential privacy. There are still
many interesting topics deserving further investigation, includ-
ing differentially private consensus under time-varying digraphs
and how to asynchronously activate privacy noises to meet the
differential privacy requirement.
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